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PERFORMANCE STANDARD 9¾:  
ASSESSMENT AND MANAGEMENT OF NOVEL TECHNOLOGIES

Introduction

1. Performance Standard 9¾ recognizes that novel and emerging technologies present unique risks and opportunities that require specialized assessment and management approaches beyond traditional environmental and social considerations.
2. The objectives and requirements of this Performance Standard have been established to enable facilitate client identification, adoption and management of novel technologies, consistent with maximization of their sustainable long-term value.
3. [bookmark: _Int_5afabs6d]For purposes of this Performance Standard, "novel technologies" refers to innovations that introduce fundamentally new approaches, methods, or solutions, in each case that represent a significant departure from existing technologies. In particular, novel technologies employ previously unknown, unexplored principles, mechanisms, or applications rather than incremental improvements to existing solutions, or known principles and applications that have not previously been broadly commercialized at scale. Further, because they are untested at scale, these technologies carry significant uncertainty about their practical viability, adoption timeline, and ultimate impact.

Objectives

To anticipate, assess, and manage opportunities and risks of novel and emerging technologies throughout the project life cycle, consistent with market and investor requirements.
To enable efficient adoption of responsible innovation practices, using by-design principles that integrate sustainability, security, compliance, and ethics from conception through implementation.
To promote flexible regulation and market adoption, by promoting stakeholder value and trust.
To foster international cooperation and alignment with global technology governance standards that support sustainable business practices and long-term value creation.

Scope of Application

4. This Performance Standard applies to clients' identification, assessment, management and use of novel technologies with potential for social or environmental impacts, consistent with maximization of long-term value and these Performance Standards.
5. The social and environmental impacts to be considered include, among other things, the risks and standards identified in Performance Standards 2-8, including:

· Labor and working conditions as addressed in Performance Standard 2, including impacts of automation, AI-driven decision-making affecting employment, algorithmic management systems, and technology-enabled changes to work arrangements;
· Resource efficiency and pollution prevention as addressed in Performance Standard 3, including novel technology manufacturing processes, waste from advanced materials, and energy consumption of computing systems;
· Community health, safety, and security as addressed in Performance Standard 4, including technology-related safety risks, cybersecurity implications for communities, and emergency response to technology failures;
· Land acquisition and involuntary resettlement as addressed in Performance Standard 5, including displacement from technology infrastructure development and smart city implementations;
· Biodiversity conservation and sustainable management of living natural resources as addressed in Performance Standard 6, including biotechnology impacts on ecosystems, genetic diversity effects, and environmental release of engineered organisms;
· Indigenous Peoples as addressed in Performance Standard 7, including impacts on traditional knowledge systems, cultural practices, and consent for technology deployment in indigenous territories;
· Cultural heritage as addressed in Performance Standard 8, including digitalization impacts, technology effects on cultural sites, and preservation of traditional knowledge and intangible cultural heritage; as well as
· Consumer protection, including algorithmic fairness in consumer-facing applications, data privacy rights, and transparency in automated decision-making.

6. Consistent with clients' responsibilities under the UNGPs, the Performance Standards also apply to novel technologies that may have discriminatory impact or potentially infringe or enable infringement of other human rights, such as freedom of speech, freedom of assembly, and freedom of religion, or the right to life, liberty and security of person.

7. Where novel technologies are material to client operations, or to any affected community, the client will continuously assess and enhance its management of those technologies, consistent with this Performance Standard, over the project life cycle.

Technology Governance System

8. The client will establish and maintain a technology governance system to maximize long-term sustainable value creation consistent with responsible technology practices. The technology governance systems will integrate sustainability-related risks and opportunities that could reasonably be expected to affect the client's cash flows, access to finance, or cost of capital over the short, medium, or long term, consistent with SASB standards. The TAMS will be appropriate to the nature and scale of the project and commensurate with the risks and impacts of such novel technologies, and the anticipated pace of adoption and implementation of novel technologies, over the project lifecycle.

Policy and Values

9. The client will adopt a sustainable technology policy (a) outlining the company's objectives and business plans for adoption of novel technologies (b) identifying the responsible technology values and objectives that will guide the project, consistent with these Performance Standards, (c) establishing the client's technology risk governance architecture, and (d) setting out the principles guiding development and management of novel technologies in the client's business and operations.

Technology Identification and Risk Assessment

10. The client will periodically employ a lean "horizon scanning" or similar (for example, foresight) process to identify novel technologies that may impact the project, (b) scenarios for developing or otherwise acquiring access to those technologies, and (c) where adoption is deemed likely, undertake a structured preliminary assessment of technology risks and potential technology governance system gaps.

11. Before approving adoption of any novel technology, the client will undertake a more extensive appraisal of that technology, including (a) a structured technology assessment process, bringing together stakeholders across the client's operations, and any significantly affected communities, to identify any governance or sustainability gaps, consistent with these Performance Standards, that might adversely impact the timely adoption or long-term value of the project. The comprehensive risk assessment will also consider, among other things, dual-use potential and misuse scenarios; long-term and intergenerational impacts; uncertainty and limitations in current scientific understanding; and technology interdependencies and supply chain vulnerabilities.

12. The client will use recent and relevant information, including, as appropriate, peer-reviewed scientific literature and expert consultation, in identifying risks and impacts.

Governance and Management

13. The client will establish a technology governance framework that embeds responsible technology values in its adoption, management and use of novel technologies, consistent with these performance standards. The framework will include:

· A senior-level committee of the client's Board of Directors or equivalent, with ultimate responsibility for strategy, risk acceptance and major deployment decisions involving novel technology adoption, use and acquisition. The Board will include members with appropriate technical, legal, ethical and risk competencies, including investor and/or stakeholder representatives.
· Integration with enterprise risk management processes, including establishment of a dedicated risk registry, definition of technology risk appetite statements, articulating the client's willingness to accept novel technology risks; clear allocation of risk responsibilities among operational staff, risk and compliance functions, and internal oversight functions.
· Establishment of a third-party risk management program, establishing risk assessment and supply chain governance processes, including application of due diligence processes, vendor and partner selection criteria, contractual requirements, and compliance monitoring mechanisms.
· Integration of sustainability, security and compliance requirements into technology architecture, development processes and accountabilities, and deployment strategies through the project lifecycle, including the initial design phase.

14. Recognizing the inherent uncertainty in novel technology deployment, the client will implement adaptive management approaches that enable learning and adjustment, including globally recognized standards and certifications, and flexible interim processes allowing experimentation, such as internal "sandboxes" that enable testing of novel technologies in a controlled and supervised real-world environment.

15. Strategic and risk governance decisions will be documented with transparent and accessible rationales for adoption.

Emergency Preparedness, Response and Resilience

16. The client will establish and maintain an emergency preparedness and response mechanism, reporting to the client's senior management, with sufficient authority and resources to detect, assess, contain and mitigate, respond to, and recover from, the incident.

17. The client's incident response mechanism will establish processes that allow immediate, coordinated response that cannot be effectively improvised during crisis situations, including (a) an urgency classification scheme, based on potential impacts to business operations, data security, and public safety, and (b) a standing incident response team, comprising an incident commander responsible for leadership and coordination, and client staff (such as risk, technical, compliance and communications officers) required to respond to any such incident. The mechanism will also include periodic exercises and simulations intended to validate and enhance incident response performance.

18. The incident response mechanism will also establish processes (a) aiming to restore normal operations and ensure systems are stable, and (b) requiring post-incident reviews, driving updates to response procedures, technology controls, and technology governance, including risk acceptance thresholds.

19. Where appropriate, the client will assist and collaborate with potentially affected communities and stakeholders, including affected customers, to contain and mitigate impacts, and cooperate with regulators, where appropriate, to allow affected persons to recover from those impacts.

20. The client will prefer technology implementations that can be corrected, modified, exited or discontinued responsibly, as appropriate, if risk or sustainability concerns emerge.

Monitoring and Review

21. The client will establish monitoring programs to monitor and measure the effectiveness of the technology governance program, based on systematic data collection and analysis, including impacts on stakeholders and affected communities, as well as compliance with any related legal or contractual requirements. The monitoring program will include:

· Early warning indicators for potential adverse impacts
· Regular assessment of stakeholder perceptions and concerns
· Tracking of technology governance effectiveness
· Evaluation of adaptive management responses

22. For artificial intelligence systems, monitoring will include ongoing assessment of model performance, bias detection, and system behavior in deployment conditions. The client will maintain audit trails and explainability measures appropriate to the risk level of AI applications.

23. The client's Board of Directors (or equivalent) and senior management will receive periodic reviews of the effectiveness of the technology governance program, including deployment, impacts and incidents, and instruct management to enhance the program's performance, as necessary or appropriate to meet the expectations of this Performance Standard.

24. The client will provide regular reports to affected communities and other stakeholders on the effectiveness, operation and impacts of the technology governance program. Reporting will use accessible formats and languages appropriate to stakeholder groups.

Stakeholder Engagement

25. When communities or stakeholders may be subject to significant risks and adverse impacts from a proposed project, or has generated significant public concern, the client will undertake a process of consultation in a manner that provides representatives of the affected communities, or other affected stakeholders, with opportunities to express their views to the client on those risks and impact, and to understand any proposed mitigation measures.

26. Additionally, where the novel technology involves initial commercialization of research or scientific principle, with uncertain or potentially significant adverse environmental or social impacts, the client will engage scientific advisers and stakeholders to ensure meaningful public understanding and debate of such risks and impacts and allow public comment on any proposed mitigation moves. The outcome of any such consultation or public comments will be publicly reported in a reputable publication (or electronic publication) of general circulation.

27. The client will establish specific grievance mechanisms that provide accessible channels for affected communities and stakeholders to resolve their concerns and grievances about the client's technology governance performance. Neither the grievance mechanism, nor any contractual arrangement with individuals who are users of or impacted by the novel technology, should impede access to judicial or administrative remedies.

28. For technologies with potential community impacts, the client will implement participatory technology assessment processes that involve affected communities in evaluating risks, benefits, and implementation approaches.

 

	
	
	



